SECURE FILE TRANSFER TO MCC

These steps may require installation of software on your computer. Please work with your IT
department to ensure the software is installed correctly.

To ensure the data remains safe in transit and at rest on MCC'’s servers we are requesting that the data
be encrypted using PGP encryption. You are free to use any PGP encryption software to protect the data
but for this document we are going show the process using GoAnywhere OpenPGP Studio which is
available at: https://www.goanywhere.com/openpgp-studio/download

Open your web browser and go to https://www.goanywhere.com/openpgp-studio/download
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Download GoAnywhere OpenPGP Studio

GoAnywhere OpenPGP Studio can be installed on a variety of operating system desktops. Use this absolutely free
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Operating Systems Windows Server 2003 @ Download EXE
Windows Server 2008

Windows Server 2012
Windows XP
Windows Vista
Windows 7
Windows 8
Windows 10
Disk Space 95 MB for product
(not including user data)

LINUX (32-bit) v
LINUX (64-bit) v
UNIX v
Mac OS X v

Download the software that is appropriate for your operating system. The above screen shot shows the
software to download for Windows.
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Click the Download EXE button:
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Download GoAnywhere OpenPGP Studio OpenPGP Studio
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Go to your download directory and find the file you just downloaded. Double click the click to run the
installer.

When you run the installer you may get the following window:
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o GoAnywhere OpenPGP Studio

Verified publisher: HelpSystems
File origin: Hard drive on this computer

Show more details

Click the “Yes” button to continue.

On the next window click the Next Button:
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g Setup - GoAnywhere OpenPGP Studio 1.1.C - O

Welcome to the GoAnywhere OpenPGP
Studio Setup Wizard

This will install GoAnywhere OpenPGP Studio on your computer.
The wizard will lead you step by step through the installation.

Click Next to continue, or Cancel to exit Setup.

Next>  Cancel

At this point you should read the Software Licensing and Services agreement. If the terms are acceptable
for your organization then select the “I accept the agreement option”. If the terms are not acceptable
please find another PGP encryption software that your organization finds acceptable and follow the
installation instructions.

If you accept the License Agreement you should now press the Next button:
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g Setup - GoAnywhere OpenPGP Studio 1.1.0 - O X

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement
before continuing with the installation.

consent of the disclosing party, except the receiving party may disclose A
Confidential Information on a need-to-know basis, to employees, agents or
representatives of the receiving party who are informed by the receiving

party of the confidential nature of the Confidential Information and the
obligations of the receiving party under this Agreement or in accordance

with a judicial or other governmental order, but only if the receiving party
promptly notifies the disclosing party of the order and complies with any
applicable protective or similar order. The receiving party will cause its
employees, agents and representatives to comply with the provisions of this

Section 5.1.
5.2 HelpSystems and Client agree that the party receiving Confidential v
(® I accept the agreement
(O I do not accept the agreement \
install4j S
[ < Back ] [ Next > ] ’ Cancel

Either use the default directory in the next window or choose where you would like the software
installed and press the Next button:
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S Setup - GoAnywhere OpenPGP Studio 1.1.0 - O X

Select Destination Directory
Where should GoAnywhere OpenPGP Studio be installed?

Select the folder where you would like GoAnywhere OpenPGP Studio to be installed, then dick
Next.

Destination directory
C:\Program Files (x86)\HelpSystems\GoAnywhere OpenPGP Studio ‘ ’ Browse ...
Required disk space: 174 MB
Free disk space: 152 GB
install4j ‘
<Back | | Next> | | Cancel

If you get this screen:

N/
A

Setup

@ The directory:

C:\Program Files (x86)\HelpSystems\GoAnywhere OpenPGP Studio

already exists. Would you like to install to that directory anyway?

Please confirm that is the directory where you want the files stored and then select Yes.

On the next screen keep the defaults and press next:



SECURE FILE TRANSFER TO MCC

3 Setup - GoAnywhere OpenPGP Studio 1.1.0 — O X

Select Start Menu Folder
Where should Setup place the program's shortcuts?

Select the Start Menu folder in which you would like Setup to create the program's shortcuts,
then dick Next.

[] Create a Start Menu folder
foAnywhere OpenPGP Studio

7-Zip A
Accessibility

Accessories

Acronis

Administrative Tools

Agent Ransack

AutoHotkey

Dell \
FileLocator Pro M

[ Create shortcuts for all users \
install4j

| <Back | | Next> | Cancel

This should start the installation.

One the next window select often you would like to check for updates and then press Finish:
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g Setup - GoAnywhere OpenPGP Studio 1.1.C — O

Completing the GoAnywhere OpenPGP
Studio Setup Wizard

Setup has finished installing GoAnywhere OpenPGP Studio on
your computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.
Check for updates: 'Monthly vl

Run GoAnywhere OpenPGP Studio

Finish

Open PGP student should be launched.

You are now ready to import the MCC Public Key which is included below:

]

Metropolitan
Community College.

To get this file onto your computer click and hold the mouse button on the file , drag it to your desktop
and release the mouse button..

Go to OpenPGP Studio and click the Import button:
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ady

€© GoAnywhere OpenPGP Studio — O
File Keys Tasks Help

Create Delete Import W, Export Public Key(s)  Export Key Pair(s)

OpenPGP Keys  OpenPGP Tasks

User (Principal) . 1D (Alias) Description Key Type Key Size Created On Expires On
Public Keyring  C:\Users\ED000115\.openpgpstudio\keys\pubring. pkr

SecretKeyring C:\Users\E0000115\.openpgpstudio\keys\secring.skr

Learn how to automate OpenPGP encryption at www.GoAnywhere.com

0%

Find the MCC Public key that you just put on your desktop, select it and press the open button:
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Recent Items | ™ Libraries
= BACKUP (E)

= Backup2 (F:)
B | |2 ovDRWDIve P)
Desktop - Storage (D:)
- Storage (G:)
ﬁ Network
J 7, How-To-Guides - Shortcut

Documents 2. Norton Installation Files
D Metropolitan Community College_Public.asc

€© Import Key(s) from File X
Lookin: | [ Desktop v| 2 eE
. 2 -Sonmmmriy
Eﬁg & This PC

@ e | |

§

Network  ijes of type: |ASCII Key Files (.asc) v

%

The MCC Public key is now in OpenPGP Studio:
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€© GoAnywhere OpenPGP Studio - O X
File Keys Tasks Help
Create Delete Import ExportPublicKey(s) ExportKey Pair(s)
OpenPGP Keys  OpenPGP Tasks
~
User (Principal) Key ID (Alias) Description Key Type Key Size Created On Expires On

Metropolitan Community College ... 0x65269D4793040D9  Public Key RSA 4096/4096 04/19/201802:51:38  01/01/2030 02:51:38

Public Keyring  C:\Users\ED000115\.openpgpstudio\keys\pubring. pkr
SecretKeyring C:\Users\E0000115\.openpgpstudio\keys\secring.skr

Learn how to automate OpenPGP encryption at www.GoAnywhere.com
ady

] 0%

Now go to the OpenPGP Student “OpenPGP Tasks” tab:

Change until you get to the directory with the data you are wanting to send to MCC:
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€© GoAnywhere OpenPGP Studio - O X

File Keys Tasks Help

a / 7

Encaypt Sign Encrypt &Sign

¥ Vv

Decrypt & Verify Verify

OpenPGP Keys OpenPGP Tasks
j _a || Name - Last Modified Type Size
" [ — D Mo! WINs_MCC.dat 2/15/16 1:56 PM DAT File 5.22MB
" (L) ——
" (L —
" [ — -
R p——
" Lo -
5 [ am—
.. [} —
.. [[] —
.. | | ——
<-
- | — - I
G- [ —
-- [ — - —
" o] —
“ - v
. ES .

Public Keyring  C:\Users\ED000115\.openpgpstudio\keys\pubring.pkr
SecretKeyring C:\Users\ED000115\.openpgpstudio\keys\secring.skr

Learn how to automate OpenPGP encryption at www.GoAnywhere.com
ady | 0%

Select the file you want to encrypt and then select the Encrypt button:
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€ GoAnywhere OpenPGP Studio = O X
File Keys Tasks Help

% P P

R /4 ¥ ¥ Vv
Encrypt Sign Encrypt & Sign Decrypt & Verify Verify
open‘::kys OpenPGP Tasks

Name Last Modified Type Size
. MoSTEMWINs_MCC.dat 2/15/16 1:56 PM DAT File 5.22MB

8 8ee

< >

Public Keyring  C:\Users\E0000115\.openpgpstudio‘keys\pubring.pkr
SecretKeyring C:\Users\EO000115\.openpgpstudio‘\keys\secring.skr

Learn how to automate OpenPGP encryption at www.GoAnywhere.com
’leady I 0%

On the next window leave the defaults and make sure the Metropolitan Community College Public Key is
selected then press encrypt:
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€© Encrypt File(s) X

Select Redipient(s)

User (Principal) Key ID (Alias) Description  Key Type Key Size Created On Expires On

0x65269D4793040D9 Metropolitan Community College ... PublicKey = RSA 4096/4096 04/19/2018... 01/01/2030...

Advanced Options
[[] output as text (ASCII Armored)
Output Directory
(®) Same as original file(s)
(O other | | ’ Browse... }

Qutput File Names
Prefix | I

Suffix | .pap |

[[] pelete original file(s) after encryption

You will now get a results window:
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0 Encryption Results

Encryption Results

# Source Destination Source Deleted | Error, if any

1 7 G:\downloads\MoSTEMWINs\MoSTEMWINs_MCC.dat 7 G:\downloads\MoSTEMWINs\MoSTEMWINs_MCC.dat.pgp N

Summary

Number Of File(s) Processed [

Successful 1

Start Date and Time 4/19/18 3:16:34 PM

End Date and Time 4/19/18 3:16:35 PM
Time Taken 0 seconds

The file in the destination box is the one to send to MCC.

With your email tool go to the destination directory and attach the file with .pgp extension. Make sure
the file you attach has the .pgp extension so that you know that the data is encrypted and protected.

Email the file to MCC.

MCC will receive the file, decrypt it just to make sure the file is readable and store it encrypted on a

secure file server.
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